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whoami

▪ Gabriel Agboruche GICSP|GSLC|GNFA

– Sr. Consultant @Mandiant @FireEye

▪ Stuxnet changed my life…
@ICS_Gabe @ICS with Gabe
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Pcap

• Pcap is short for Packet 
Capture

• Collected data that 
crosses a specific point in a 
network

• Can be captured and 
analyzed with free and 
open source tools



©2018 FireEye  |  Private & Confidential 

Who’s Talking? 
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Who’s Talking? 
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Asset Inventory

▪ Intent: Understand what devices are having conversations in 
your environment

▪ Hardware Network Taps

▪ Tcpdump or Tshark running on devices with an established 
network connection 

▪ Commercial asset inventory tools: Nozomi, Dragos, Claroty, 
etc. 
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What are they 
talking about? 
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What are they talking about?
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▪ ICS Protocols: 

Modbus, DNP3, HART, Siemens S7comm, OPC, PROFINET, etc…

▪Gain a level of understanding of what’s being communicated

▪Don’t underestimate the number of similarities between you ICS 

and IT networks 

▪ Example…

Understanding ICS Network Communications
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Modbus Traffic Example
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▪Utilizing TCP/502, Modbus operates as a client-server protocol for 
process communication in operational technology (OT) systems. 

▪ In the Modbus client-server configuration, the server is the 
programmable logic controller (PLC) or field device, and the client 
is the human-machine interface (HMI) or client that queries the PLCs 
or servers

▪Modbus is a request/reply protocol and offers services specified by 
function codes
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Modbus Traffic 
Example cont..
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Read Input 
Registers
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Function Codes
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What stands out?
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What stands out? 
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Network Traffic Analysis 

▪ TCP retransmissions implications 

▪Why is ”blank” happening? 

▪DNS is your Friend 

▪Automating analysis w/ tools: 

NetworkMiner and Security Onion
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Inject #10: On-site Evaluation of System
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October 3, 2019 (Thursday) – 8:00 am

▪ OT Engineers deployed to compressor station where issue is occurring
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NetworkMiner

20



©2018 FireEye  |  Private & Confidential 

Security Onion 
and Pcaps

• tcpreplay

• so-replay

• so-import-pcap
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Immerse yourselves
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Immerse yourselves in the conversations
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Practice evaluating Pcaps

▪ Take a capture from your environment and gain an understanding 
of what’s happening in your network 

▪ Practice: 

– https://github.com/ITI/ICS-Security-Tools/tree/master/pcaps

– https://www.malware-traffic-analysis.net/index.html

▪ Books: 

– Practical Packet Analysis 3rd Edition by Chris Sanders

– Applied Network Security Monitoring: Collection, Detection, and Analysis
by Chris Sander

https://github.com/ITI/ICS-Security-Tools/tree/master/pcaps
https://www.malware-traffic-analysis.net/index.html


Questions?
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